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1. Backdoor
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njRAT(2.0%), NanoCore(1.8%), DarkComet(1.4%), Tofsee(0.8%), Quasar(0.6%),
Async(0.4%), NetWireRC(0.3%), SystemBC(0.1%) &=AMZ MRS KFX[BICH.



2 O 2 3 RedLine(68.5%) OrcusRAT(13.4%) # Remcos(3.7%) # AveMaria(2.8%)
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20234 127| &= Downloader dTEE 2440t At [T 3]2 210 Amadey(58.1%),
Smokel.oader(16.2%), BeamWinHTTP(16.1%), GuLoader(9.6%) =A 2 B R &S XtX|SICt.

O 3 Amadey(58.1%) Smokeloader(16.2%)

E— JI BeamWinHTTP(16.1%) # Guloader(9.6%)
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2023 127] T E InfoStealer AMAEE EAIoH 2ot [TI8] 42 20| AgentTesla(50.4%),
Formbook(21.5%), SnakeKeylogger(12.3%), Lokibot(7.0%), Vidar(3.6%), Pony(1.9%),
HawkEye(1.8%), Raccoon(0.4%), Azorult(0.3%), Taurus(0.3%), CryptBot(0.3%),
RecordStealer(0.1%), IntelRapid(0.1%) =AM Z Me2S AtX|stD QUCH.

2023

AgentTesla(50.4%) Formbook(21.5%) SnakeKeylogger(12.3%)
27| # Lokibot(7.0%) # Vidar(3.6%) % Pony(1.9%)
HawkEye(1.8%) Raccoon(0.4%) Azorult(0.3%)
Taurus(0.3%) # CryptBot(0.3%) # RecordStealer(0.1%)
IntelRapid(0.1%)
InfoStealer
QHE;I 3 _'_E =

AgentTesla(50 4%) Fombooki21 5%) ]
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4. Ransomware
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20233 127| & &l Ransomware 48T EE EAMot 21} [0 5]2F 20| Mallox(37.3%),
Lockbit(24.6%), Stop(23.9%), Paradise(8.9%), Ryuk(3.7%), Phobos(0.8%), Dharma(0.8%)
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Mallox(37.3%) # Lockbit(24.6%) # Stop(23.9%)  # Paradise(8.9%)
=27 % Ryuk(3.7%)  # Phobos(0.8%) ~ Dharma(0.8%)
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1. Trojan

O 3 CLR Shell (66.1%) # etc (27.6%) # ShadowForce (4.4%) # UserAdd (1.9%)
=7 _ 7
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2. Backdoor

2 0 2 3 Remcos RAT (85.3%) = Ghist RAT (B.5%) s CobaltStrike (2.7%)
1 —,'?'_— F| = BsyncRAT (1.8%) = efc (1.0%) = Meterpreter (0.5%)
DCRat (0.225)

Backdoor

=]
ofgAC BEE

Remcos FAT (85.3%)

[0 5] MS-SQL AM{H{ CHAM Z 20| AF2El Backdoor §&8H H|2

C&C MHEZRE BHZ 2o} 22Xl HR|E Y 5+ U= ddTEE Backdoor FHO
He|otLt Backdoor &2 == Remcos RAT, G 2

O|X|2t, CobaltStrike, Meterpreter@t 22 &E HAEO| ALEE = S
UCH £ Z20l= BAXS0| AHFE Q0= AnyDeskt 22 M4 A HOf ofE2|A|0|HE

HAISHE L& T4 RIS,
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Remcos RATE RAT &t TEZ . Backdoor & LHOJ|A{CH OfL|2} M B E BH=
X

&2 AFK[eHCh &2 Remcose AHHY S| HE THUS S0l dX|E= tHENQ AHIE &
StLEE, AgentTesla, Formbook, Lokibot €71 =2 H[&& XEX|SHAL QUCE SFX|BE £[Z20f= F
oFot MS-SQL MHE Sall AX[== Al Cra= 2fRIE[QUCE +~2H2 BX[2E 0|5 25 sot 3
ALY AMO 2 FHE|H, K| 2HH0l|A I & (PowerShell) BEO| ASEICH

GhOst RAT 2 A QE AAZ SIHEO] 227K = Chfet SAXS0| &S| ARESHE R
= ®A MO AGIZEO|CH OFY| W=l #efet MS-SQL AMHE THAL 2 Stz S40| AFE

T|= GhOst RATE Ciefst EHEO| =0l 0 QICH | 20|= CHEXQ! GhOst RAT HE = SfLt
7,

2l GhOstCringe”t SA0| ArEE| 2 U= 20| =l = RUCt
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3. HackTool

2025

“ Privilge Escalation (88.0%) # Peer2Profit (5.6%)

1827] % PortForward (3.1%) 7 etc (2.3%)
# Mimikatz (1.0%)

HackTool
otMIE 2R
[22 6] MS-SQL MH & 3 A0 AF2El HackTool R3E H|E

SAXE Y AAEIS MO Hots 250t 20|k 750l =288 %’85% [l Crfet =
£ O|8otH, HEM Q2= Hot &5 =7 QUCH Q) ASD 2710 2, FIMHO 2 ALE
== HackTool R S0i|lA Hot A& =7 & SRl Potato(Sweet Potato, Juicy Potato &)
FHO| 7t B2 HISS XKL =2 0] 20| Hot &5 FAfHE U85tz =k 2lE
1 Uk

ol2fet =+ &

X E
e
(Dalbit) = 0|2 &rest= 7o
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[22 7] DCOMPotato A3t 45 £
0| o= SZ0f| 29| Ar8El= ZEX Y (Port-Forwarding) =Lt O|0|ZFX(Mimikatz) 7+
UALJUCH, T2l 00| FARSHA| & AAR- EX|E[0 QIEH CHHZS NHSoh= &

Z AR0(Proxyware) S8 M3 = (Peer2Profit) = Ch4= EX{THCY,

4, CoinMiner

PurpleFox (49.7%) # XMRig (27.6%) # MyKings (11.8%)

1827| % etc (8.0%) % LoveMiner (2.9%)
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PurpleFox (49 7%) [vkings {11 69)
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CoinMiner 2t =& 37| PurpleFox, LoveMiner, MyKings 37tX| 271 QICE 37 R 2
M0l CoinMiner 28I EXME XMRig, & 2UIZ 7t 3HH|IE *iZdt= 2101 SHO|Ct
CEe =2 XoFst A AR MAE|] Q= AABESES A Z QITE|C} [1

(@) i 1 o O
2! 8]0 XMRig2 2Rl AdRE= EF0| FESX|X| 40 EF KYQE FLF0| 0f2{¥
=

LoveMiner= .exe A& MAO|LF CLR OHIEE| YEQ| CIR2EH LHIEE HA F et MS-
SQL Meof] EX|=ICr. Orold 2[of =180l 7|s0[ gl= LoveMineret HE| CHE AfHIES
2 o2 7tX| EZ0| EMBICE o€ 04, MyKingsLt PurpleFoxe € 0|2 A1 2&0|
FIH o= AX|E[0 £ CHE A|ARIS ZEAZ == QUL 0|52 F{eFet MS-SQL AfH{ 2[0f|&

SMB F|fEE AE0IH THX|E[X| 2 LWE HERZ A|AES SHBIT.

5. Downloader
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# PureCrypter (63.1%) # etc (36.9%)

Downloader

=
opyTc B

[3& 9] MS-SQL MH ti4 ZH0j| AF2E Downloader 8

3
=
o

Downloader &tdZE = CHEE PureCrypter2t= 24 Ii7H RO0I/[CH, Ol= 20223 =LA

40| RILEl WO = LT GHI(NET) IHAHOICE 3iE YR HHle=z JHHE

Ao, '—J%?&f% CHR2E o5 7iX| 21 Q= 20| EF0|C CHRE2ER[= a2 iR E O
|_

0|X| ot =& XHpng, bmp, jpg, jpeg) 2, M Z= O|0|X|7} otcl oI FE &l Hio|LH2[0]Ct,
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6. Ransomware

20235
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Mallox (97.0%) # Trigona (3.0%)

Ransomware

olMAC B2

Mallox (97 0%)

[33 11] MS-SQL MH Ci& Z A0 AF2E Ransomware R'E H|E



oAxl F|efel MS-SQLE thete = AX[E1 Q= 20 = Mallox, Trigona= =fQI=| 11 QULE.
2021E M2 =felEl Mallox HEO= CHE AtEl|7F ZAEX] o= A= HOF SHX7} #|Q

=
o MS-SQL MHEHS T Q= S&5h= A2 =F L

man

FIF

Trigona= 20223 100]| 25t FE Y =230 = FEE HEAZ, CryLock A0
OF QAFSICED A2dX] QUCH SRY7IEK| OLA|OLO]| SEE Al2= QIIOLE, X2 ZLHO|A L& ot

L

Q=R

EMCRYPTED

THE ENTIRE NETWORK IS ENCRYPTED

YOUR BUSINESS IS LOSING MONEY

A All documents, databases, & The program uses a secure A Ifyou refuse to negotiate, the
backups and other critical data AES algorithm, which makes data will be auctioned off
were encrypted and leaked decryption impossible without

contacting us

To recover your data, please follow the instructions

Download Tor Browser Open decryption page Auth using this key
Download Copy Copy

The price depends an how soon you will contact us Meed help?
= Don't doubt = [Don't waste time = [Don't contact = [Don't recover files
You can decrypt 3 Decryption price resellers Additional recovery
files for free as a increases every They resell our software will damage
guarantee hour services at a premium yvour data

.

[22! 12] Trigona A9 HMLE

MS-SQL HO|EH[O|A MHE 2l SZHL2E= RN Z FXEH| AY §EE #Elok=
AN AEISO| CHiet 2XHE tHR 54 (Brute Forcing Attack) 2t AFY 34 (Dictionary Attack)O] R
Ct. B o2 O|2fet AA50| 42| R ES XEAISHA|T, THX[=|X] @i A[ARIS0| ChHet

slopd 27T wu

ot

4 Uk,
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=0 W7} CHC=O|C}. SEX2F ERP S8 HRE S5 M0 H|o[E 2r2|S 2/8i MS-SQLE 0|
2 3% X 2HEUM MS-SQL Mt e dX[== BT Ci EX5HH, & eF ASD
UM E MS-SQL MH = S4 tid0l2k= AE =l o= UL

[2hA] PRRIRISS HH HLHSE X5317] 0f2i FYEIR AFRSIZILE T7|H o= #Zsio]
SHAOZE OISO HUAE B0F BICk S8 MHE 241 UTOR HHSCH Ho
X O

Of olH, 2|20 S7HE|0] M2 7hse CIO[EHH|O| A M= dotiil 22 &
SAXC| BZE SHISHOF oI,

L= O
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